E-Discovery: A Spoliation Trap for the Unwary

lthough the term e-discovery,
A;hon for electromic discovery,
as been around for many

years, Lhere is general apprehension
surrounding its meaning, applications
and implications. Currently, e-discov-
ery rules have been earved out exclu-
sively within the realm ol federal
courts. As [ederal courts continue to
embrace the digital age, it will not be
long before lllinois state courts adopt
some form of federal e-discovery rules.
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Cerainly most everyone in hospital
administration roles are familtar with
the concept of discovery. E-discovery is not
much dilferent; it is simply the idemifica-

tion and preduction of electronically stored
infermasion or “ESL"
A facility may be expected to produce ESI
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during litigaton, and it is important to be
aware of where relevant data may be stored,
how the various information technology
{“IT") sysiems interact, and how hospital
employees utilize the systems. Electronic
daa can be stored vinually anywhere
including deskiop/laptop compuers, print-
ers, copiers, telephone and voicemail sys-
tems, on web-based data storage services,
cellular devices, external hard drives, flop-
py disks, CD-ROMs, DVDs, memory sticks,
1Pods and backup tapes may house ESL
Every risk manager is familiar with the
concept of preservation and spoliation in
pre-litigation stages. The same principles

‘exist in e-discovery. Like ordinary paper-

based pre-litigation cbligations, an occur-
rence when there is a reasonable expecta-
tion of litigation triggers e-discovery-
based preservation duties. In other words,
once a party reasonably anlicipates liliga-
tion, it must suspend its routine docu-
ment retention and destruction pelicy and
put in place a litigation hold 1o ensure the
preservation of relevant documents, ESI
must be similatly preserved. As such, it is
important to designate a knowledgeable
IT person to oversee Lthe storage and assist
with production of ESI.

With old-fashioned paper-based produe-
Lion, preservation is fairly simple — once the
information is identified, just do not shred
the document and continue to mainain it
in the ordinary course of business. With
ESI, preservation is mere complicated as
inadverient destruction of data can occur.
For instance, with ESI, simply opening a file
can alter cerain properties, which may give
rise to a spoliation claim down the road. For
example, every Microsoit Word document
contains a created date, modified date and
last accessed date properties. If, alter preser-
vation duties are triggered, a Microsolt
Word document is opened, the *“last
accessed dawe” attribure will be permanent-
ly modified, potentially leading to spolia-
tion claims.

Another difference between the produc-
ton of paper-based materials and ESi, is
that in the paper world, shredding a docu-
ment permanently destroys it. With ESI,
deleting a file does not always mean the file
is irretrievable. Through the use of special
software, documents that were thought 10
have been deleted can be restored, as the
data associated with the file remains on the
system until it is overwritten by other data.
It is important to note that simply booting
up a computer may overwrite this “deleted”
but restorable data, resulting in the perma-

nent deletion of these matertals and possi-
bly leading to a future spoliation claim.

Why not just bypass these ESI waps by
printing documetis implicated by a litiga-
tion hold? The answer reveals another com-
plexity about ESI - it contains metadata, or
data about the dam, which may also be dis-
coverable. As previously mentioned, all ESI
contains various properties that provide
additional information about the decument
itself (including who created the document,
when it was last accessed, when it was last
modified, etc.), which is not preserved
when the document is simply printed.
Printing the documenis and then deleting
the elecronic version is likely to result in a
spoliation claim. ,

Between 93% and 97% of all information
is now created electronically. The govern-
ment has recently Laken interest in encour-
aging health care providers to utilize more
technology. One of the largest health care
measures in the American Recovery and
Reinvestment Act of 2009 includes over $19
billion for healthcare providers to acquire
and implement health information technol-
ogy systems. As incentives for health care
providers generate more ESI, the expansion
of e-discovery beyond [ederal cours is
imminent

Proper preparation will help avoid future
spoliation claims as well as contain the high
costs often associated with production of
ESL Risk managers must coordinate their
preparation efforts with key IT personnel,
ensure that employees understand and
strictly follow current retention policies,
and that documents intended for routine
destruction are permanently destroyed.
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