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Some of our nation’s great polit-
ical commentaries, from The 
Federalist Papers, to Huck-
leberry Finn, up to Primary 

Colors, have demanded anonymity of 
their authors. Today’s Internet trolls 
may lack the gravitas and sophisti-
cation of Publius, Mark Twain, and 
Anonymous – don’t most of us – but, 
at least on political topics, they are 
descendants of that tradition (though 
more unruly step-children than royal 
bloodline). While their content and 
tone may not betray it, today’s digital 
troll owes his or her origins to yes-
terday’s pamphleteer. Which is why 
a recent decision from the Illinois 
Supreme Court should give us pause.1

The Supreme Court of Illinois’ Hadley 
Decision

Bill Hadley was the subject of 
discussions in the online comments 
section of a December 2011 article in 
the Freeport Journal Standard.2 These 
comments were not flattering; they 
rarely are in such forums.3 In response 
to an article entitled “Hadley returns 
to county politics. Candidate stresses 
fiscal responsibility,” an online reader, 
using the profile “Fuboy” wrote that 
Bill Hadley was “a Sandusky waiting 
to be exposed. Check out the view he 
has of Empire [Elementary School] 
from his front door.”4 Fuboy also 
asked if  anyone knew “the tale of 
Hadley’s suicide attempt.”5

Shortly after Fuboy posted these 
comments, Hadley filed suit for 

defamation against Gatehouse Media, 
the Freeport Journal Standard’s par-
ent company, in an effort to locate 
Fuboy.6 Gatehouse provided Had-
ley with the IP address behind the 
comments as well as Fuboy’s inter-
net service provider, Comcast Cable 
Communications (“Comcast”).7 After 
a number of procedural turns, Hadley 
filed a defamation case against Fuboy 
and issued a subpoena to Comcast 
seeking Fuboy’s identity.8 In response 
to guidance from the Stephenson 
County Circuit Court, Hadley filed 
an amended complaint, in which he 
asserted a cause of action for defa-
mation against Fuboy (Count I) and 
asserted a cause of action under Illi-
nois Supreme Court Rule 224 against 
Comcast (Count II).9 Rule 224 pro-
vides plaintiffs a mechanism for 
identifying potential defendants 
before commencing suit.10

To be entitled to relief  under Rule 
224, the circuit court found that Had-
ley merely needed to allege sufficient 
facts to withstand a motion to dis-
miss.11 The circuit court concluded 
that Hadley’s defamation claim would 
survive a motion to dismiss, find-
ing that that Fuboy’s “Sandusky” 
comments obviously referred to the 
disgraced Jerry Sandusky, imputed 
the commission of a crime to Hadley, 
were not susceptible to an innocent 
construction, and could reasonably 
be interpreted as stating an actual 
fact.12 The Appellate Court of Illinois 
affirmed.13

The Supreme Court of Illinois 
affirmed the appellate court’s judg-
ment.14 In doing so, it came to two 
separate conclusions: (1) the motion 
to dismiss standard was the proper 

standard for evaluating whether 
a plaintiff  has satisfied Rule 224’s 
requirements in the defamation 
context; and (2) looking to this stan-
dard, Hadley had stated a claim for 
defamation.15 According to the Illi-
nois Supreme Court, the motion to 
dismiss standard was sufficient to 
“balance the potential plaintiff ’s right 
to redress for unprotected defama-
tory language against the danger 
of setting a standard for disclo-
sure that is so low that it effectively 
chills or eliminates the right to speak 
anonymously . . .”16 Hadley met 
this standard because he adequately 

alleged that Fuboy made a false state-
ment, published the statement, and 
caused him damages.17

The court concluded that Fuboy’s 
statements did not fall within the 
opinion or rhetoric exception.18 
Looking to three factors – “whether 
the statement has a precise and read-
ily understood meaning; whether 
the statement is verifiable; and 
whether the statement’s literary or 
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social context signals that it has 
factual content” – the court found 
that Fuboy’s Sandusky statement 
could reasonably be considered an 
assertion of  fact and not a constitu-
tionally permissible opinion.19 “[W]
hile the Internet is susceptible to 
hyperbole, exaggerations, and rhet-
oric . . . nothing in the context or 
forum of  the Freeport Journal Stan-
dard’s website [] suggest[ed] that 
Fuboy’s allegation could not rea-
sonably be interpreted as stating an 
actual fact.”20 Thus, the court held 
Hadley’s complaint stated a claim 
for defamation and his Rule 224 
action could proceed.21

Hadley Departs from Dendrite and 
Cahill and Creates a Test that is Too 
Lax

The First Amendment pro-
tects various forms of speech and 
expression, but it does not protect 
defamatory speech.22 Faced with a 
defamation claim, courts must decide 
where to strike the balance between 
the right to free speech and the right 

to safeguard one’s reputation.23 Had-
ley is not the first case to decide how 
best to strike this balance.24 In Den-
drite, the New Jersey intermediate 
appellate court established a four-part 
test for determining whether to com-
pel disclosure of a speaker’s identity.25 
First, the plaintiff  must make an 
effort to notify the anonymous poster 
that he or she is the subject of a sub-
poena or similar disclosure order.26 
Second, the plaintiff  must identify the 
specific statements that are alleged to 
be actionable.27 Third, the plaintiff  
must produce sufficient evidence to 

state a prima facie cause of action.28 
Fourth, the court must balance the 
strength of that prima facie case 
against the defendant’s First Amend-
ment right to speak anonymously.29 In 
Cahill, the Delaware Supreme Court 
modified the Dendrite test, looking 
to only the first and third factors.30 
Under Cahill, an allegedly defamed 
plaintiff  must “make reasonable 
efforts to notify the defendant and 
[to] satisfy the summary judgment 
standard.”31

To date, “[m]ost federal and state 
courts to consider [what standard to 
apply] have adopted some form of the 
Dendrite and Cahill tests.”32 But there 
are several outliers – Hadley among 
them.33 The Hadley decision is partic-
ularly important because it appears to 
be only the second instance of a state 
supreme court applying a motion to 
dismiss standard to speech concern-
ing a political candidate. In Lassa, 
the Wisconsin Supreme Court deter-
mined that “requiring the circuit 
court to decide a motion to dismiss 
before compelling disclosure and 
imposing sanctions best addresses 
the concerns expressed in Cahill.”34 
This decision found support in Wis-
consin’s statutory requirement that 
libel and slander claims be pled with 
particularity.35

Although the lines on the stan-
dards spectrum may blur,36 the case 
law establishes four levels of evi-
dentiary showings for plaintiffs 
seeking the identity of their online 
tormentors:

(1) requiring a good faith basis 
that the plaintiff  was the vic-
tim of actionable conduct, (2) 
requiring a party to show that 
its claim can survive a motion 
to dismiss, (3) requiring a prima 
facie showing that action-
able conduct occurred, and (4) 
requiring a plaintiff  to survive 
a hypothetical motion for sum-
mary judgment.37

As these standards go, Hadley rep-
resents a victory in the fight against 
Internet trolls. The question, how-
ever, is whether this is a victory that 
deserves to be celebrated or whether 
Hadley is an unnecessary effort (and 
yet another one in Illinois38) to anes-
thetize our political discussions.

The motion to dismiss standard – 
particularly in states where notice is 
pleading is all that is required – sets 
the bar far too low, allowing plaintiffs 
to allege only the bare elements of a 
claim to defeat a defendant’s consti-
tutional right to anonymous speech.39 
But even in a fact-pleading state like 
Illinois, the motion to dismiss stan-
dard veers too far and swallows too 
much speech. Take for example, not 
Fuboy’s comments, but comments 
that might be made about our current 
president from residents in his home 
state. A birther who writes that “Pres-
ident Obama was born in Kenya,” or 
a rival who posts that Obama’s class-
mates “never saw him [and] don’t 
know who his is”40 may be guilty of 
naiveté or delusion, but should not 
be guilty of defamation. Yet, such 
statements could easily be alleged to 
be false, the subject of unprivileged 
publication, and of having caused 
damages, surviving any motion to dis-
miss.41 Nor would such statements 
be a privileged opinion, for each 
statement has a precise meaning, is 
verifiable, and does not belong to any 
literary expression.42

Fuboy’s comments are not a sign 
of the Internet times. Our political 
landscape has long been littered with 
allegedly defamatory comments.43 
The Federalists spread rumors that 
Thomas Jefferson swindled his legal 
clients, was a godless atheist, was a 
coward during the Revolutionary 
War, and slept with slaves at his home 
in Monticello.44 The Republicans 
claimed that John Adams and run-
ning mate Charles Pinckney shared a 
total of four mistresses “all imported 
from England,” and that Andrew 
Jackson’s wife, Rachel, “was a whore 
and a . . . wench, given to open and 
notorious lewdness.”45 Congress-
man Davy Crocket accused Martin 
Van Buren of dressing up in women’s 
clothing.46 There were rumors – sub-
stantiated nearly ninety years later 
– that Warren Harding had sired a
love child.47

Because the disclosure of a 
speaker’s identity is a harm with-
out a remedy, the First Amendment 
requires more than a motion to dis-
miss standard.48 “The good faith 
test and the similarly lax motion 
to dismiss test may needlessly strip 
defendants of anonymity in situations 
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where there is no substantial evidence 
of wrongdoing, effectively giving 
little or no First Amendment pro-
tection to that anonymity.”49 This 
concern is particularly acute since in 
many anonymous defamation cases 
the “unmasking itself  may well be the 
‘real’ remedy sought . . .”50 Because 
unmasking may be the real remedy, 

“it is important to make [the] stan-
dard difficult enough [so] that only 
those with legitimate claims may 
unmask the anonymous speaker.”51 
If  the standard is too lax, the pro-
cess may be easily abused by those 
individuals whose true goals are 
“extra-judicial self-help remedies” 
such as “revenge or retribution.”52 “A 
defamation plaintiff, particularly a 
public figure, obtains a very impor-
tant form of relief  by unmasking the 
identity of his anonymous critics.”53

The impact of this threat applies 
beyond the actual speaker.54 The 
unmasking of one dissenting voice 
chills the voices of countless others. 
“The possibility of losing anonymity 
in a future lawsuit could intimidate 
anonymous posters into self-censor-
ing their comments or simply not 
commenting at all.”55 “Merely alleg-
ing facts that would state a claim 
based on speech not protected by 
the First Amendment does little to 
protect the rights of those speak-
ing anonymously.”56 Courts have, 

therefore, recognized that this “‘sue 
first, ask questions later’ approach, 
coupled with a standard only mini-
mally protective of the anonymity of 
defendants, will discourage debate on 
important issues of public concern 
as more and more anonymous post-
ers censor their online statements in 
response to the likelihood of being 
unmasked.”57 Hadley’s motion to dis-
miss standard is not stringent enough.

Hadley Strikes the Wrong Balance 
Because Anonymous, Political 
Discussions Deserve the Greatest 
Protection

Hadley can be faulted for apply-
ing too lax a standard. Hadley, and 
many other cases, can also be faulted 
for announcing that only one, fixed 
standard should govern. As noted 
above, there are four standards that 
have been suggested.58 But focusing 
on these four standards is to view the 
question through too simple a lens.59

The nature of  the speech 
– whether it be commercial or politi-
cal – “should be a driving force in 
choosing a standard by which to 
balance the rights of  anonymous 
speakers in discovery disputes.”60 
“[W]hen addressing a defamation 
plaintiff ’s motion to unmask an 
anonymous defendant, the court 
must consider the nature of  the 
speech at issue when determining 
the evidentiary standard to apply.”61 
A particular test or standard may 
need to be modified depending on 
the type of  injury alleged or the type 
of  speech involved,62 for in the First 
Amendment arena, “one size does 
not necessarily fit all.”63

Hadley concerned speech (albeit 
speech that stated a claim for defa-
mation) about a political candidate.64 
This is speech at the core of  the First 
Amendment.65 The discussion of 
public issues and debate over can-
didates’ qualifications are integral 
to our government.66 The same is 
true of  the right to comment anony-
mously about these issues.67 In our 
system of  government, “[a]nonymity 
[offers] a shield from the tyranny of 
the majority.”68 And while the right 
to remain anonymous may be abused 
when used to shield fraudulent con-
duct, our society must also accept 
that “political speech by its nature 
will sometimes have unpalatable 

consequences, for our society has 
chosen to accord greater weight to 
the value of  free speech than to the 
dangers of  its misuse.69

Fuboy and other so-called Inter-
net trolls may be a far cry from 
Hamilton and Twain, but, then 
again, most of  us are. Few among 
us possess the wit and eloquence 
of  these great writers. But politi-
cal commentary, both low and high 
brow, falls within the protections 
of  the First Amendment.70 Fuboy’s 
comments concerned his opinion of 
Bill Hadley – a political candidate 
–and he or she should be able to con-
vey this political opinion in a caustic 
and unpleasant manner if  that is the 
manner in which he or she chooses.71 
The First Amendment encourages 
this type of  robust debate, which 
can frequently be “critical of  those 
who hold public office. . .”72 And it 
does so because political candidates, 
unlike everyday citizens, have the 
resources and ability to respond to 
such pointed attacks.73

The Court of  Appeals of  Ari-
zona has best captured the need to 
combine the summary judgment 
standard found in Cahill with the 
First Amendment’s varying treat-
ment of  the different categories of 
speech.74 Under Mobilisa, in order to 
compel discovery of  an anonymous 
internet speaker’s identity,

the requesting party must show: 
(1) the speaker has been given 
adequate notice and a reason-
able opportunity to respond 
to the discovery request, (2) 
the requesting party’s cause of 
action could survive a motion 
for summary judgment on ele-
ments not dependent on the 
speaker’s identity, and (3) a bal-
ance of the parties’ competing 
interests favors disclosure.75

This test, which finally accounts 
for the difference between commer-
cial, political, and other forms of 
speech, should be the test adopted for 
unveiling anonymous speakers.76

Internet Hyperbole Should Be Viewed 
As Such

Courts have recognized that the 
Internet promotes a “looser, more 
relaxed communication style” with an 
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ethos that “anything goes.”77 Internet 
users are able to engage in infor-
mal debate and criticism, “leading 
many to substitute gossip for accu-
rate reporting and often to adopt a 
provocative, even combative tone.”78 
Hyperbole and exaggeration are often 
the norm, with venting as common 
as careful and considered debate.79 
Online discussions, therefore, more 
often resemble “a vehicle for emo-
tional catharsis than a forum for the 
rapid exchange of information and 
ideas.”80

Within the Internet context, 
“juvenile name-calling cannot rea-
sonably be read as stating actual 
facts.”81 While a user’s language 
may be “unquestionably vulgar 
and insulting,” the proper perspec-
tive indicates that the author is not 
imparting knowledge of actual facts 
to the reader.82 Instead, the author 
is expressing an opinion – and often 
a vulgar one.83 The United States 
Supreme Court has recognized 
as much, entreating courts to not 
“underestimate the common man.”84 
“People are intelligent enough to 
evaluate the source of an anonymous 
writing. They can see it is anonymous. 
They know it is anonymous. They 
can evaluate its anonymity along with 
its message, as long as they are per-
mitted, as they must be, to read that 
message.”85 Few readers are likely to 
view such anonymous postings as 
assertions of fact.86

This should have been the case 
with Fuboy’s comments. The lan-
guage in Hadley, while crude, 
insulting, and offensive, did not 
convey any actual facts.87 “No rea-
sonable reader would have taken 
[Fuboy’s] post seriously; it obviously 
was intended as a means of ridicul-
ing [Hadley].”88 Viewed in context, 
Fuboy’s comments were no more 
than an expression of his or her opin-
ions of a political candidate.89 As 
such, they are protected by the First 
Amendment.90

For Better or Worse, The Internet is 
Our New Public Forum

Speech on the Internet is a “unique 
democratizing medium,” because 
cyberspace disguises a user’s race, 
class, and age.91 Or as a New Yorker 
cartoon once put it: “On the Inter-
net, nobody knows you’re a dog.”92 

This new medium deserves the same 
vaunted treatment that the First 
Amendment has afforded other pub-
lic mediums.

No matter how hyperbolic or 
unsubstantiated, political discus-
sions should not be stymied by fear 
of civil prosecution. Our Nation has 
long recognized that the solution to 
problematic speech is more speech, 
not less.93 This is easily accomplished 
on the Internet, where a potential 
plaintiff  can “generally set the record 
straight.”94 “[A] person wronged 
by statements of an anonymous 
poster. . . can respond to the allegedly 
defamatory statements on the same 
site or blog, and thus, can, almost 

contemporaneously, respond to the 
same audience that initially read the 
allegedly defamatory statements.”95 
This unique feature of online commu-
nication “allows a potential plaintiff  
ready access to mitigate the harm, if  
any, he has suffered to his reputation 
as a result of” any allegedly defama-
tory statements made online.96

More speech also promotes the 
general rule that “the best test of 
truth is the power of the thought to 
get itself  accepted in the competition 
of the market.”97 The best response 
to a troll’s comments is not to rein-
force them through litigation, but 
to weaken them through additional 
discourse or no discourse at all. We 
should remain faithful that ideas of 
merit will eventually take root and 
that falsehoods will meet their winter 
and wither on the vine.

Under the First Amendment, our 
“society accords greater weight to 
the value of free speech than to the 
dangers of its misuse.”98 That is the 
bargain our Constitution has made. 
We must, therefore, accept that if  
there is to be an “open and vigor-
ous expression of views in public and 

private conversation,” that “some 
false statements are inevitable. . .”99 
With modern technology, it should 
come as no surprise that these state-
ments will be increasingly made 
online, our modern citizenry having 
transitioned from the physical pam-
phlet to the digital one.100

Our new, electronic pamphleteers 
deserve the same rights and protec-
tions as their forebears. On topics 
of political consequence, policing 
speech, even anonymous speech, is 
anathema to the Constitution and our 
history and system of government.101 
Our new, electronic pamphleteers – 
even the so-called trolls among them 
– deserve a flexible summary judg-
ment standard before being pulled 
into court from underneath their digi-
tal bridge, and their online, political 
musings deserve to be treated as con-
stitutionally protected opinions. 
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