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How to Tackle Litigation under the Biometric
Information Privacy Act

By Charles N. Insler

he Biometric Information Privacy Act (BIPA), a

10-year-old Illinois state law,' is not just for Google
and Facebook. While the technology giants have been
sued for allegedly violating BIPA,? so too have count-
less other companies. In the last few months, plaintiffs
have sued dozens of companies across a range of indus-
tries (from locker rental companies to tanning salons)
for allegedly violating BIPA.? Although BIPA is not a
new statute, having been enacted in 2008, its applica-
tion remains relatively recent. In December 2015, the
US District Court for the Northern District of Illinois
noted that it was “unaware of any judicial interpretation
of the statute.”* So what is BIPA and why is it suddenly
being applied with such frequency?

BIPA Is the First, and Arguably Most
Stringent, Biometrics Statute

The linois Legislature passed BIPA in October 2008
in the wake of Pay By Touch’s bankruptcy.” At the time,
Pay By Touch was operating the largest fingerprint scan
system in Illinois, with its pilot system in use in a num-
ber of grocery stores, gas stations, and school cafeterias.®
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Pay By Touch’s bankruptcy left thousands of individ-
uals wondering what would become of their biomet-
ric data.” Biometric data—a person’s unique biological
traits embodied in a fingerprint, voice print, retinal scan,
or facial geometry—is the most sensitive data belonging
to an individual. Unlike a PIN code or a social secu-
rity number, once biometric data is compromised, “the
individual has no recourse, is at [a] heightened risk for
identity theft, and is likely to withdraw from biomet-
ric-facilitated transactions.”® BIPA establishes safeguards
and procedures relating to the retention, collection, dis-
closure, and destruction of biometric data in light of
these concerns.’

BIPA defines a “biometric identifier” as “a retina or
iris scan, fingerprint, voiceprint, or scan of hand or face
geometry,” and “biometric information” as informa-
tion based on “biometric identifiers.”!" Writing samples,
written signatures, photographs, human biological sam-
ples used for valid scientific testing or screening, demo-
graphic data, tattoo descriptions, or physical descriptions
such as height, weight, hair color, or eye color are
excluded from these definitions.!" On the retention and
destruction front, BIPA requires that a private entity
(the statute does not apply to the state or government
agencies):

... develop a written policy, made available to
the public, establishing a retention schedule and
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guidelines for permanently destroying biometric
identifiers and biometric information when the
initial purpose for collecting or obtaining such
identifiers or information has been satistied or
within 3 years of the individual’s last interaction
with the private entity, whichever occurs first."?

Before collecting biometric data, a private entity must
inform the individual that a biometric identifier, or bio-
metric information, is being collected and inform them
of the purpose and length of the collection and storage
of their biometric information. These disclosures must
be in writing and the individual must provide a written
release.” Private entities may not sell biometric iden-
tifiers and biometric information to third parties and
must treat biometric data as sensitive and confidential
and store, transmit, and protect the information “using
the reasonable standard of care within the private enti-
ty’s industry." Individuals that prevail in a BIPA action
“may recover the greater of $1,000 in liquidated dam-
ages, or actual damages, for each negligent violation of
the statute, and the greater of $5,000 in liquidated dam-
ages, or actual damages, for each reckless or intentional
violation of the statute.” Attorneys’ fees and injunctive
relief are also available to a prevailing party.'®

Illinois is not alone in expressing concern over the
use of biometric data. Washington and Texas have also
passed biometric privacy laws.'” Unlike BIPA, neither
Washington nor Texas allows for a private cause of
action; enforcement under these statutes is left to the
state Attorney General.”® Lawmakers in Alaska, Montana,
and New Hampshire have proposed biometric laws that
would allow private causes of action, but those bills have
stalled, leaving Illinois as the only state that currently
authorizes private citizens to sue for the alleged misuse
of their biometric data before any unauthorized access
or data breach." California’s recently passed Consumer
Privacy Act of 2018 (which takes effect on January 1,
2020) does not change this. The Consumer Privacy Act
includes biometric information within its protections
of “Personal Information,” but the Consumer Privacy
Act’s private right of action relates to the “unauthorized
access and exfiltration, theft, or disclosure” of the con-
sumer’s personal information.*

BIPA Lawsuits Are Largely about Punch
Clocks

With talk of voiceprints and retina scans, BIPA may
conjure up scenes from futuristic films like Blade Runner
or Minority Report. To be sure, some of the technology
involved in BIPA lawsuits is cutting-edge, touching
on facial-recognition software for photographs,* and
storage lockers operated by fingerprints.>> Many of the

lawsuits concern a more quotidian technology: The
punch clock. Updated for the digital era, punch clocks
have gone from stamping a punch card to scanning an
employee’s fingerprint. With the technology available
for a few hundred dollars, many employers have begun
shifting to these biometric timekeeping devices, which
can keep more accurate hours and eliminate the risk of
“buddy punching.”*

This, in turn, has exposed employers to BIPA law-
suits—and in droves.** Employers who use fingerprint
scans are highly susceptible to a BIPA lawsuit, as demon-
strated by recent filings and by Internet advertisements
promising those who have “been fingerprinted for a
job” that they “could be owed money.” In almost all
cases, the plaintiffs bring these lawsuits as class actions,
on behalf of all similarly situated employees.* Their sta-
tus as class actions has the potential to amplify damages
dramatically, with one BIPA class action lawsuit settling
for $1.5 million.?® Their status as class actions may also
make the cases removable to federal court under the
Class Action Fairness Act.”’

Defendants Are Fighting BIPA Lawsuits
under Different Theories, with Varying
Success

Mlinois statutes do not have extraterritorial effect
unless the General Assembly expressly intends such an
effect.® BIPA is one such statute that does not apply
beyond Illinois’s borders.* In the digital world, where
the alleged conduct at issue may occur in the cloud or
on remote servers, BIPA may have no application.*
Google made this argument in Rivera but to no avail;
the District Court denied Google’s motion to dis-
miss, noting that the photographs that were subject to
facial recognition software were taken in Illinois, by
linois residents, and uploaded to the Google-Photos
cloud-based service from an Illinois IP address.”’ At
the same time, the court noted that the issue was a
“complex” one and that neither side had “addressed it
thoroughly.”?*

Challenges under the Constitution’s Dormant
Commerce Clause have dovetailed with the extrater-
ritorial arguments. A challenge under the Dormant
Commerce Clause argues that the application of one
state’s law would have the practical effect of controlling
conduct beyond the boundaries of that state. In other
words, enforcing BIPA in Illinois would effectively
enforce BIPA in California (and other states), even
though the other state may have rejected similar leg-
islation.”” The District Court rejected this argument in
Monroy, stating that Alejandro Monroy’s lawsuit was lim-
ited to individuals whose biometric data were obtained
from photographs uploaded to Shutterfly in Illinois.*
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Many of the large technology companies are head-
quartered in California and incorporated in Delaware,
raising issues of personal jurisdiction. In Norberg,
Shutterfly moved for dismissal under Rule 12(b)(2).”
The District Court denied the motion, noting that
Shutterfly oftered its photo sharing and printing ser-
vices to Illinois citizens, shipped its products directly to
Ilinois, and was accused of violating an Illinois statute
arising out of its Illinois contacts.”® Facebook, on the
other hand, won dismissal of its BIPA case on Rule
12(b)(2) grounds, with the District Court holding that
simply operating a Web site accessible to Illinois resi-
dents did not confer specific jurisdiction particularly
where there was no allegation that “Facebook targets
its alleged biometric collection activities at Illinois resi-
dents ...”"" Facebook has since been defending this law-
suit in California federal court (see below).

Article IIT standing arguments have featured prom-
inently in BIPA litigation.” Under the US Supreme
Court’s recent decision in Spokeo Inc. v. Robins,* Article
III standing requires the plaintiff to allege an injury-
in-fact that is both concrete and particularized.* In
McCullough, the District Court found that the plaintiff
had failed to adequately allege a concrete injury from
the use of her fingerprints to open and close Smarte
Carte’s locker, even though Smarte Carte had commit-
ted a “technical violation” of BIPA by failing to obtain
the plaintift’s advance notice and failing to inform the
plaintiff of the company’s retention policy.* Holding
that McCollough “undoubtedly understood when she
first used the system that her fingerprint data would
have to be retained until she retrieved her belongings
from the locker,” the court concluded that McCollough
could not demonstrate any actual injury as required by
Article III.* The McCollough court went a step further
and also held that McCollough was not an “aggrieved”
person within the meaning of the statute.* Other cases
from the Northern District of Illinois have come to the
opposite conclusions, and held that a plaintiff’s com-
plaint adequately alleged Article III standing.** On the
whole though, the “vast majority of [federal] courts to
have evaluated standing in this context have acknowl-
edged that more than ‘bare procedural violations’ of
the statute must be alleged to satisfy the requirement
of a ‘concrete and particularized’ injury that is ‘actual
or imminent, not conjectural or hypothetical’ under
Spokeo.”*

The Mlinois Appellate Court, Second District, has
followed McCollough’s reasoning.* In Rosenbach, the
Second District accepted a certified question from the
Circuit Court of Lake County to answer whether BIPA
required “a person aggrieved by a violation of [the]
Act” to allege an actual harm.*” Reviewing McCollough,

Black’s Law Dictionary, and other authorities, the
Second District held that it “a person alleges only
a technical violation of the Act without alleging any
injury or adverse eftect, then he or she is not aggrieved
and may not recover under any of the provisions in sec-
tion 20.”* The Second District did note, however, that
an “injury or adverse effect need not be pecuniary”*
The Rosenbach decision is currently on appeal to the
linois Supreme Court.*

Rosenbach is not without its critics. In Facebook, the US
District Court for the Northern District of California
found that Rosenbach was not a good predictor “of how
the Illinois Supreme Court would interpret ‘aggrieved’
under BIPA' Relying on other decisions from the
Mlinois Supreme Court, the Facebook court certified “a
class of Facebook users located in Illinois for whom
Facebook created and stored a face template after June
7,2011.7°2 The Facebook decision is currently on appeal
to the US Court of Appeals for the Ninth Circuit.** The
Ilinois Appellate Court, First District, recently joined
Facebook in its approach to interpreting “aggrieved,’
splitting with the Second District’s interpretation.™

Finally, Google and others have argued that their
technology did not fall within BIPA’s definition of bio-
metric identifier or biometric information. These argu-
ments have not been successful at the dismissal stage.*

Conclusion

The last few months have seen an explosion in litiga-
tion under BIPA.>® With technology constantly evolving
and advancing, particularly in the biometric field, BIPA
will be a topic of discussion and a source of litigation for
years to come. In short, BIPA will remain a part of our
litigation landscape, a part of our dispute DNA.
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