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COVID-19 Relief Programs—FTC Guidance On  
Avoiding The Scams 

 
The second major rounds of small business and personal relief programs are open for business, 
and the demand remains very high.  In response to the breathtaking impact on the economy 
during the pandemic, hundreds of billions of federal aid dollars are moving through loans in the 
SBA’s Paycheck Protection Program (PPP) and Economic Injury Disaster Loans (EIDL) program. 
This chaotic and complicated situation is too much for criminals to resist--and they are not. 
Elaborate and simple fraud schemes capitalize on the flurry of data, detailed loan applications 
and forms, and often conflicting relief program news reports to gain surreptitious access to 
sensitive business information.  Scammers are after bank account and routing numbers, 
employees’ Social Security numbers, personal identifying information, and your business and 
personal funds. 
  
You can fight back with some common-sense advice from the Federal Trade Commission staff.  
In their 4/29/20 Business Release, the FTC offers some useful “do’s” and “don’ts” you can use 
to train you people to avoid falling victim to the allure of scammers taking advantage of the 
race for approval and uncertainties in the small business loan programs. 
 
DO: 

• Get information about SBA loans directly from the SBA’s website: sba.gov/coronavirus. 
• Once on that page, go to “Funding Options” and follow the instructions. 
• Find more information about the PPP and EIDL programs at the U.S. Treasury 

Department’s website.   
 
DON’T: 

• Don’t pay in advance for information. All the information from the SBA is free at 
sba.gov/coronavirus. 

• Don’t pay in advance for a government loan. You don’t have to pay up front to get an 
SBA loan. 

• Don’t give your information to someone who calls, emails, or texts you out of the 
blue. The SBA won’t call unsolicitedly to find out information about you or your business 
or to ask you to apply for a loan. The SBA is not going to send you emails or text 
messages asking for sensitive information. If you get an email or text like this, delete it. 
It’s a scam.   

• Don’t apply for a loan without verifying the lender. Only SBA-authorized lenders can 
provide PPP loans, and other loans may be available through SBA directly. To find an 
SBA-authorized lender in your area, use this SBA tool.  

https://www.sba.gov/page/coronavirus-covid-19-small-business-guidance-loan-resources
https://www.sba.gov/funding-programs/loans/coronavirus-relief-options
https://www.sba.gov/paycheckprotection/find
https://www.sba.gov/paycheckprotection/find
https://www.sba.gov/page/coronavirus-covid-19-small-business-guidance-loan-resources
https://www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity/phishing
https://www.sba.gov/paycheckprotection/find
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• Don’t click on links or reply to emails or text messages from someone you don’t know. 
If you click on the links, you could download malware to your computer or device or be 
connected to a scammer or hacker.” 

 
The odds are good that you will encounter spoofed emails and bogus calls trying to steal your 
information or your money. If you think you have encountered a scam, contact the FTC and let 
them know at ftc.gov/complaint. 

https://www.ftc.gov/complaint

